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Introduction 

 

ETNO welcomes the opportunity to contribute to the BEREC Draft Report on Enabling the 

Internet of Things. Machine-to-Machine (M2M) / Internet of Things (IoT) is one of the fastest 

growing technological phenomenon with new solutions introduced on all walks of life from 

the automotive to utilities and health services. This world of connected objects is opening a 

whole new field of opportunities for ICT to increase social and economic welfare of Europe 

and the world at large. 

 

Considering the impact of IoT it is crucial for the regulators to understand the market 

dynamics and we applaud BEREC for the draft report which draws a clear picture of the key 

characteristics and challenges. On the same note we stress that IoT is a nascent phenomenon 

with value chains, business models, markets and services in continuous motion finding their 

place to most efficiently meet and seize the technological opportunities and respond to market 

demand. All deployments have their merits and we believe that markets will eventually pick 

the most efficient solutions and that regulators should refrain from forcing or favouring 

specific models. For the time being we see little need for new regulatory interventions and 

where considered necessary, these measures should be clear, balanced and technologically 

neutral. Unwarranted regulatory action would only hinder competition, stifle innovation, raise 

costs, and stifle investment. 

 

As spectrum is not touched in the individual questions of the Report, we note here in the 

introduction that we agree with BEREC´s view concerning the availability of adequate 

spectrum resources for M2M services. ETNO supports the view that NRAs should monitor 

market developments and spectrum use, and if demand for additional spectrum is identified, 

the established processes via ETSI and CEPT should be applied.  
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ETNO recognizes that M2M services are currently provided on unlicensed and licenced 

frequency bands, but we see that in the future only licensed frequency bands and systems can 

cater for the need of coordinated connections by guaranteeing interference-free and reliable 

M2M communication, as well as efficient use of spectrum.  

 

Hereunder are our comments to the questions raised in the Draft Report. The considerations 

provided in the different answers apply to the whole Report, as many concepts are repeated 

more than once in different parts of the Report. 

 

 

1. How do you evaluate the three options mentioned above (extra-territorial use of national 

E.164 and E.212 numbers, use of global ITU numbering resources, use of a European 

numbering scheme) for the provision of M2M services? Which of these solutions is 

preferable to address the need for global marketing of connected devices? Should these 

solutions be used complementarily? 

 

M2M services are offered in an international context. We therefore see a growing need for a 

harmonized and coherent market conditions to deploy services across borders. However, any 

additional regulatory intervention should be carefully measured considering the impact and 

costs incurred for the market actors and the industry at large.  

 

A common approach followed by all individual European regulators is encouraged to avoid 

diverging positions creating different and complicated market conditions to deploy the M2M 

or other services. The need for harmonization is especially required as in this context of M2M 

where the use of numbering resources is no longer linked to one country/one regulator. A 

decision of one national regulation in this domain will influence the market conditions in other 

countries. A coherent regulation is therefore necessary. The European regulators should 

further negotiate at international level to create a similar harmonisation at international level.  

 

a. Extra-territorial use of national E.164 and E.212 numbers 

 

It is important to define clear common criteria in the allocation of IMSI/MNC numbers 

which are applied by all regulators. BEREC should therefore propose a common 

approach in this respect taking into account that the ITU specification leaves a lot of 

flexibility to the national regulators to take similar decisions. Similarly, a harmonized 

approach is required related to the aspect of extra-territorial use of numbers.  

 

First of all end users’ E.164 numbers and E.212 mobile subscription identifiers are very 

different. Both are used as public numbering resources in public networks and services 

but they have a different purpose. Whilst they may have a limited number of issues in 

common, in the Report the analysis and impacts for M2M/IoT should distinguish 

between the issues that relate to E.164 numbers and those which apply to E.212 

identifiers. 
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Since both E.164 and E.212 are strictly associated with the provision of publicly 

available networks and services, it should be assumed in the Report that only the 

authorized providers that can demonstrate a need for these public numbering 

resources, can access to related rights of using numbers on the basis of the European 

regulatory framework.  

 

In case BEREC would propose a different regime to allow access to numbering 

resources by entities who are not authorized providers, then this should be only be 

done after a thorough regulatory impact evaluation. This analysis should also consider 

the further influence on the respect of rights and obligations that are associated with 

numbering assignment.  

 

It is difficult to envisage a setting where M2M/IoT-user (non-authorized providers) 

would be able to fulfil the legal and regulatory requirements associated to the use of 

public numbers; in fact the “user” always has to purchase a public service by an 

operator or provider. Rules for sustainable, efficient, global and interoperable use of 

public numbers have been defined over the years between the operators and 

international and national Administrations, and changed to these should be carefully 

considered.  

 

The national portion of the international E.164 numbering has been extended to 14/15 

digits in several European countries to meet the maximum capacity of the E.164 

recommendation. Such decisions have been made on a country-by-country basis based 

on expected shortage of mobile resources for two reasons: a) the length of the mobile 

ranges had originally been defined to accommodate the needs of human-to-human 

conversational services (typically 11 to 12 digits) and b) the national demands of some 

M2M mobile based applications would exceed the capacity of these mobile number 

ranges. With this option to use 15 digits, E.164 numbering has been able to meet the 

demand of M2M/IoT-services. Equally, the E.212 identification has not witnessed 

shortage issues as IMSIs already use the full range permitted by the standard (15 

digits). 

 

We thus agree with BEREC that numbering E.164 and E.212 number resources are not 

scarce and that the use of national numbers for extra-territorial IoT/M2M-services is 

widely adopted.  

 

b. Use of global ITU numbering resources 

 

We agree with BEREC that further assessment of the evolution of applications and 

services based on the use of such global resources could be useful, but for the time 

being see that the use of global ITU-T E.164 numbers should be preferred for cross 

border service provision as we see no issues on the availability and assignment of these 

global resources from the ITU-T. Whilst global ITU numbering resources (e.g. MCC 901 
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etc.) could provide a useful numbering solution for cross-border services, these 

resources may not be easily implemented in practice.  

 

c. Use of a European numbering scheme 

 

M2M-market is global by nature and introducing European numbering scheme would 

not cater to the needs of this market. Considering the sufficient availability of national 

and international number resources, we see little value in such new European 

numbering scheme. In contrary such scheme could even disrupt scalability to the 

detriment of European consumers and businesses. The evolution of the E.164 

numbering is under the responsibility of the ITU-T which is responsible for the 

recommendations on public numbering plans and identifiers. We see no need to create 

parallel European numbering spaces. 

 

 

2. How do you regard the market situation in the M2M sector with regard to permanent 

roaming and national roaming? 

 

On the permanent roaming we share BEREC’s view of permanent roaming as the prevailing 

practice for the provision of cross-border M2M-services and we consider that the use of 

permanent roaming is mainly based on the need for scalable and efficient solutions. Market 

driven permanent roaming is a key engine for the development of pan-European M2M-

market, as it provides well-tested and scalable solutions for cross border service provision. 

 

We also share the need to clarify the recently amended roaming regulation which does not 

differentiate between person-to-person communications and M2M communications. Roaming 

regulation is a consumer protection instrument and thus doesn’t suit to the prevalent B2B and 

B2B2C business models of M2M. 

 

Following our general call for regulatory intervention only where and when proven necessary, 

we see that existing roaming regulation should be flexible enough to support the current 

process of bi-lateral commercial agreements covering inter alia also the use of public 

numbering. 

 

In this regard, ETNO welcomes BEREC acknowledgement that at least the connected devices 

used on the basis of permanent roaming (not travelling should not be considered in the scope 

of the Roaming III Regulation). 

 

More positive still, the recently approved Telecom Single Market regulation specifies that the 

Roaming Regulation is aimed at regulating “roaming services to roaming providers’ end-users 

while the latter periodically travel within the Union” and allows for the introduction in the 

reference offer for the wholesale access of specific conditions to prevent permanent roaming. 

While there is no specific reference to M2M services, these are the services that will mostly 

benefit from a flexible approach to the regulation. However, ETNO considers that the 
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evaluation should consider the specific technical and commercial specifics of M2M to 

reconsider the application of the existing consumer oriented roaming provisions that are not 

revenant for the provision on M2M/IoT. 

 

 

3. Which solution – OTA provisioning of SIM or MNC assignment to M2M users – do you 

think is preferable to facilitate switching between connectivity providers in the M2M 

sector? Which advantages, which disadvantages are attached to the two solutions? 

 

Here we repeat our position that any new regulation should only be considered when there is 

clear evidence of market failure that won’t be solved by the market itself. For several reasons 

we fail to see such failure when it comes to M2M switching. 

 

Currently E.212 identifiers are strictly associated with the provision of public mobile networks 

and services, so only authorized providers that can demonstrate a need for these public 

numbering resources, should have access to them. IMSIs are the subscription identities of end 

users with a specific public mobile operator and are essential to ensure the functioning of the 

global system of mobile networks. On these grounds ETNO doubts the proposed construction 

of M2M users becoming private mobile virtual operators (PMVNO´s) as sustainable regulatory 

construction.  

 

Similarly, direct allocation of MNCs directly to M2M users is not sustainable as this could lead 

to great impacts, complexity and a huge waste of IMSI identifiers with costs on all international 

mobile operators. BEREC should pay attention to this matter, which is currently being 

discussed in ITU-T SG2 in the revision of Recommendation E.212, since it could destabilize the 

entire system of international mobile networks, preventing interoperability on a global basis. 

ITU-T current activities privilege the use of global MNCs for global providers that may justify 

the need for these resources. 

 

If the existing authorized based providers assignment rules are maintained also for the future, 

then no real issues exist for E.212 MNC resource availability. At international and national 

levels there are no real problems of scarcity of E.212 resources, assuring the existing 

management procedure for assignment, as showed by the activities in ITU-T SG2. In addition 

if a country will need in the long term an additional MCC, being close to a scarcity condition, 

it can ask directly ITU-T and get a new MCC (that could also be managed followed by 3 digits 

MNCs in order to have more resources for the future).  

 

As said before, prevalent M2M services only use the public network services of network 

connectivity transport services and/or Internet access  services, hence needing only public IP 

addresses (and not E.164 numbers), in addition to SIM identification numbering (E.212 IMSI). 

The normal Internet domain names can be used for application level identification purposes. 

The evolution to IPv6 will bring additional resources in the longer-term, considering the 

complexity and cost that are associated at global level. 

 



 

 
 
ETNO Reflection Document RD419 (2015/11) 

 
6 

It is also necessary to separate the concept of ʺlock-inʺ and the difficulty of changing operator 

from ʺmobile number portabilityʺ matter, since the MNP is associated to the mobile telephone 

service (and additional services) which use the E.164 numbering (e.g. SMS and MMS). In 

addition the MNP relies on the physical change of SIM cards and it works without problems 

in the case of ʺhumanʺ customers and for many M2M services. Only for M2M/IoT-services 

which have difficulties or impossibility (i.e. embedded SIM) to change the physical SIM when 

changing the mobile operator (offering the mobile data service), it is necessary to reconfigure 

the SIM remotely (i.e. OTA provisioning). With regard to the OTA provisioning, unlike what 

is stated in the BEREC document, the industry itself has since long voluntarily begun defining 

appropriate technical solutions; first within GSMA (for mobile operators) and then inside the 

ETSI TC SCP, where common solutions are under definitions between different stakeholders, 

including devices and SIMs manufacturers. 

 

ETNO does not share the view expressed by BEREC that the assignment of MCC/MNCs to 

mobile operators (and not to M2M users) is due to a compromise at the ITU-T level. In fact, 

the MCC/MNCs can only be used in mobile networks and by operators that have the 

infrastructure to manage them. This resulted in the past in the need for precise common rules 

and ways of use in the mobile network systems and for international roaming. M2M-users do 

not have these needs for these resources, since the MNCs must be associated with a specific 

mobile operator and managed in international interoperability. MNCs also correspond to a 

very high number of IMSIs, and then a M2M user. As such, considering assignment of 

MCC/MNCs to a M2M user, which cannot provide a public communications service, would 

constitute a waste of a huge number of public resources.  

 

To sum up, we share BEREC´s recognition of the recent OTA specification work of GSMA and 

ETSI as promising solutions for M2M-service management and we see that this work will 

provide for needs for global market of connected devices. Equally, we share BEREC’s analysis 

of the challenges of the proposed MNC assignment model: In the light of the implementation 

costs, technical and logistical complexities, and lack of scalability assigning MNCs to M2M 

users would not add value to the M2M-ecosystem. ETNO sees no foundation in assigning 

MNCs directly to M2M-users and we call national regulators to apply a harmonized approach 

on the subject matter at least within Europe and preferably at international level. 

 

 

4. Do you think there is a need to adapt Art. 13a of the Framework Directive to address 

security concerns in the M2M context? If so, which adaptations do you consider to be 

useful? 

 

Security, privacy, and reliability are essential for humans to live happily and enjoy the benefits 

of connected machines and the success of M2M is deeply dependent on user’s confidence of 

the entire M2M-value chain.  

 

Given the multi-vendor nature of M2M/IoT, regulatory measures targeted solely on networks 

and/or M2M/IoT-services provided by network providers (ECS) aren’t sustainable, but they 
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should rather address equipment manufacturers, operators, application providers, and system 

integrators holistically. The M2M value chain is only as strong as its weakest link. 

 

Any regulation concerning security, privacy, and reliability should (a) be appropriate to the 

perceived risk at hand and (b) be applied consistently across all providers in the value chain 

in a service and technology-neutral manner to provide end-to-end security and reliability. 

 

 

5. Do you think there is a need to adapt the Privacy Directive and ePrivacy Directive to 

address privacy concerns in the M2M context? If so, which adaptions? Do you think that 

the reform of the Privacy Directive as foreseen in the Council’s General Approach of 15 

June 2015 on the future General Data Protection Regulation goes in the right direction?  

 

ETNO welcomes BEREC’s conclusion that “the respect and protection of end-users’ privacy is 

a critical success factor for the realisation of the prospects and growth of M2M services” and 

agrees with BEREC’s assessment that there is no need to deviate from the basic principles of 

data protection law in the M2M context.  

 

Generally, the ETNO believes that the data protection and security practices developed for a 

given M2M service should reflect the overall risk to an individual’s privacy and the context in 

which data about the individual is collected, distributed and used. Any regulatory 

interventions should be limited to areas where identified risks emerge and existing measures 

are insufficient to address these. 

 

Furthermore, there are initiatives underway which are addressing potential issues associated 

with privacy and security in an M2M context. One such example is the Alliance for Internet of 

Things Innovation (‘AIOTI’), which has been set up by the European Commission.  

 

However, the ETNO believes that the current data protection regulatory framework in Europe 

(i.e. the sector-specific applicability of the ePrivacy Directive (EPD) as opposed to the general 

rules within the ‘Privacy Directive’ (95/46/EC), as outlined in BEREC’s consultation, imposes 

additional obligations on the provider of the ‘electronic communications service’ (ECS) 

underlying any M2M service in public communication networks, i.e. the connectivity service 

provider. This inconsistent applicability of the rules – which do not apply to other players in 

the value chain – creates confusion for European consumers, whose privacy will be treated 

differently by the various companies accessing their personal data when using an M2M 

service. 

 

ETNO believes that the current framework needs to be updated to achieve legal certainty for 

European consumers and a level playing field for all M2M players irrespective of sector and 

geographic location. The best way to achieve this legal certainty is to repeal the EPD through 

the mechanisms provided in the forthcoming General Data Protection Regulation (GDPR). 
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Specific Recommendations on the integration of the ePrivacy Directive into the GDPR 

 

In order to achieve legal certainty for citizens and a level playing field for all players 

irrespective of technology, sector and geographic location, the ETNO proposes that: (a) all 

relevant legal provisions on data protection currently in the ePrivacy directive are 

incorporated into the GDPR; and (b) the Telecoms Package is amended to account for telecoms 

specific definitions and clauses. 

 

Specifically, the ETNO recommends the following actions to: 

 

Integrate the relevant definitions of the EPD into the Regulation (notably ʹcommunicationʹ and 

ʹelectronic mailʹ) and move the clauses on confidentiality of communications (art. 5 EPD) and 

unsolicited communications (art. 13 EPD) to the Regulation. 

 

Integrate the definition of ʹuserʹ into the Telecoms Package and move the clauses on itemised 

billing (art. 7 EPD), presentation and restriction of calling and connected line identification 

(art. 8 EPD), exceptions (art. 10 EPD), automatic call forward forwarding (art. 11 EPD), 

directories of subscribers (art. 12 EPD) and technical features and standardisation (art. 14 EPD) 

to the Telecoms Package. 

 

Delete the clauses that introduced specific obligations for telecom providers and that are no 

longer justifiable in the current telecom landscape, notably the clauses on traffic data (art. 6 

EPD), location data (art. 9 EPD) and the specific data breach notification regime (art. 4 EPD), 

including the related Regulation 611/2013 on the notification of data breaches, and delete the 

definitions that are consequently no longer required (notably ʹtraffic dataʹ, ʹlocation dataʹ, 

ʹconsentʹ, ʹvalue added serviceʹ and ʹpersonal data breachʹ). 

 

Delete clauses that do no longer serve a purpose due to the proposed changes, notably the 

clauses on the scope and aim of the ePrivacy Directive (art. 1 EPD), the services concerned (art. 

3 EPD), the Committee procedure (art. 14a EPD), the application of certain provisions of the 

Directive (art. 15 EPD), the implementation and enforcement of the ePrivacy Directive (art. 15a 

EPD), transitional arrangements (art. 16 EPD), transposition (art. 17 EPD), review (art. 18 EPD), 

repeal (art. 19 EPD), entry into force (art. 20 EPD) and art. 21 (addresses) 

 

Regarding the council’s General Approach, the ETNO welcomes the proposed General Data 

Protection Regulation (GDPR). Data protection and privacy are fundamental to building trust 

and confidence in, and driving the uptake of, new digital and M2M services by Europe’s 

citizens.  

 

The integration of all European rules related to data protection into one legislative instrument 

would be beneficial for all stakeholders and increase legal clarity and certainty, as businesses 

and consumers will only have to look to one legal instrument in order to understand their 

rights and obligations in respect of the processing of personal data. Moreover, by creating one 

set of rules all stakeholders will clearly know what is expected from them. 
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ETNO supports the intention in the GDPR to create a level playing field between all players 

irrespective of sector or geographic location. Within the M2M and wider contexts, it is 

important that consumers are able to enjoy consistent privacy standards, irrespective of the 

technologies, infrastructure, business models and data flows involved and of who provides a 

service or where a company may be located. However, as long as the ePrivacy Directive 

coexists with the GDPR this will not be achieved. Telecoms operators (as ECS) will be subject 

to a dual regulatory regime and restrictions and obligations which do not apply to other 

internet players. Most notably, they will be subject to different data breach notification regimes 

and rules on the treatment of location data and traffic data. 

 

As the ePrivacy Directive is currently interpreted and applied inconsistently across member 

states, its continued existence will hamper the harmonisation of data protection and privacy 

regulation across the EU. Additionally, whilst the GDPR seeks to apply its rules 

extraterritorially to non-EU-based companies, the ePrivacy Directive does not contain such 

provisions, resulting in inconsistent privacy experiences for consumers and asymmetry in law.  

 

The resolution of these matters is crucial to enabling a level playing field, consumer confidence 

and to achieving a digital single market and the enablement of innovative M2M services. To 

this end, the ETNO calls for legislators to repeal the ePrivacy Directive 2002/58EC through the 

mechanisms provided in the draft GDPR by amending the proposed GDPR to incorporate all 

relevant legal provisions on data protection currently in the ePrivacy directive. 

 

 

6. What is the impact of open and proprietary standards on the development of the M2M 

sector? What are the advantages and disadvantages of open and proprietary standards, 

taking in account that M2M services may be provided on private or public networks? 

 

 

Standardization and interoperability of technology standards are key in promoting scalability 

of M2M communication and ICT policies should support the development of sustainable M2M 

ecosystems through standardization with the aim of promoting economies of scale. European 

Union institutions and NRAs increased support and promotion of interoperable specifications 

and standards is welcomed. It should however be noted that preference should be given to 

globally interoperable services and standards to reduce deployment costs and complexity, 

facilitate scalability and enable consumers to enjoy intuitive connected experiences. 


